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Top Assets by Market Cap

All assets, including public companies, precious metals , |cryptocurrencies
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Rank * Name Market Cap Price Today Price (30 days) Country
1 fid 318375 T §2736  1.07% W
: & ‘A‘;:)-p\e $§3.572T $235.00  123% W = UsA
3 & &Y‘ID‘A $3385T $13800  078% \/\/J‘/\/ = UsA
4+ g Njf“’soﬁ 531087 $41216  025% fJ\A\rN = USA
s & i‘frabe{ (Google) 520217 $16505  023% \/J‘\m = USA
s a f\r?am” $1.983 T §18899  0.78% f/v = USA
7 4 S'I"e" $1.909 T $3392 6 W
8 Sa“d' Aramco $1738T §719  -027% \/\/\,W\ B S. Arabia
9 N Aﬂ,efa Platforms (Facebook) $1.458 T $57647  -0.08% /W = USA
10 ‘Ei‘mi” $1346 T $68,130  -0.77% M
1 e ISMC §1.041T $20078  -246% f\/f\/““f & Taiwan
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! Crypto-asset

% Decentral

3 Blockchain

* Distributed ledger Technology (DLT)
> Cryptocurrency

® Non-Fungible Token (NFT)

7 Asset-backed Tokens

8 Bitcoin (BTC)
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! Fraud

*Scam

* Ponzi

* Multi-chain

> Bridge

% Cross-Chain

7 Ethereum (ETH)
8 Solana (SOL)
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! Binance Smart Chain (BNB)
2 Tron (TRX)
’ Double Spending Problem
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! Non-Custodial Wallet
? Private Key

> Recovery Phrase
*Scam

5 Fraud
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! PlusToken
? King Money
3 Smart Contract

* Squid Game
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! SafeMoon

% Peaceful World

? Bridge (BRG)

* Deceptive Smart Contracts
5> Metamask

® Decentral Finance (DeFi)
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! Social Engineering
2 Romance Scam

? Pig Butchering Scam
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! Phishing

% Crypto Exchange

? Trading Bots

* Initial Coin Oftering (ICO)

> Business email compromise (BEC)

® FBI’s Internet Crime Complaint Center (IC3)

7 Impersonation Scams
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! Market Manipulation

> Pump & Dump

’> Touting

* The U.S. Securities and Exchange Commission

> Security Token
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! Insider Trading

2 Centralized Exchanges (CEX)

? Decentralized Exchanges (DEX)
* Miner

5> Cloud Mining
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! Extortion

* Bribery

> Sam Bankman-Fried
* Huawei

> Fiat Money
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! Darknet markets (DNMs)
% Cybercrime Forums

? Bulletproof Hosting

* Botnet As a Service

> Spam Attacks

® Espionage

’ Export Control Evasion

¥ Nigerian Naira

\Y



= o - *
B O & Al Sioled e d)ly
Sileyedil A Sl dl,:rv"l}/l u?r('u’k!//.A{ ﬁul:::fj;;.ﬁf,‘;‘ﬁ

9 (g wolassl
ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 H:J’L))-; (.Suflbs

@lygl 5 g Jliaom > (Gl poKo tddeig (5SS g2 Cans 3

F) st Sler ol paaes 5o Yo Y Jle 53 S0l 5ole) 6 pb L (65550 Jle Olpe 4 b

IVL Hle by labs 4 1,5 ek cady ollamil arl s (g mn 51 00,8 0 clad Gl 5 o Db 500 >

o3litsl 4 s 533 (61 b 5 5 e b olilaza) s sy 3 g 3o )l Ol e o b ol 5o

VP Gpde) sl 03 S0

L) ad liluys VLF )Y

D gl o 5 2 L3555 b ool oo el S sS sla b oyl 305 oy M;\&)\;QW&?J;\

Concd Iy el aids dor oo 53 &S (510 S sl 5L Sl T 53 YU Olu g3 b cncd ol 1o Ol o3 5

Ll 5o Cead Aok OBl ol il osls 5 Lajl 5 5505 5525 (Shee s 48 e bsawl gdoys Voo

s a3l | sslamil laol e s 5355 e 5538 Jle sl s LS pde &

sidy T Y

g 3 S 2l S5 pla 1 5 8 0 e S 03 958 28 lacdlad IS Ol a3 el (203 s

VS cl gy Hilan Jold il ol s 5968 5 OlAs s dipd e bl J g gt

5SS ba oyl SaSw opidp S Olgy 1 ol 5568 Lie b Wlodsl s 4 @il p2es slacIlas

5 bl aslbe dla olylssaey ol LSL’%;}:’J by el oo icwd Jleows Jbe lis o & sla 2l

Elliptic, ) 31 Lhobe b ablssas b osid s dsltie slains 51 (S 550 e3linwls g cp o JUH

(2024

oS 5 bbby @ b )l Jis ¢lp 2blsres gladlre 5 0bsi g telien sbadsbe —
il (Sla bl o 53 1) O s 5 S e ol 2Dl yes a0 Ly ool Jp 35 (355 ool 53 S e 3Ll
Sl b olay b s s asle

2l Ly s sla Sllsse, B das e o)l 0L, e TS — b, 50 dile ol S Tla s —
o SB RS 5 (bS5 05,8 b glies b bt ol 3L sy BB 0T L b S 875 01 S
S o M (53555 Sla RS 15 5V

-l O L 5l o ga Sl 4 5L oS Jliaes lad paS bl glad i 5o b 5 Jsl —
S o 13 eslil 5y 9s 331 o g 03 S Olegs (gl (Lls sl pdi

595 Sl o 4005 (§3S 0 W 5 Lanabaals 555 s & Wap iy ) S ame 8 e slapidy -
55 ool 63l I3 s 5 Lo & ies Syp & La 2T 5 DeF s S s ol 3

LNFT L3l 5 0 5131 .ol WNFT oy 5500 5 osddse bdar sa oy 31 S INFT by pgds > —
s ol 596 1) SiSie Jlo ol b g b (5l 5 (8l pd a3 L)

! Money Laundering
> Mixers

3 Tornado-Cash
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! Privacy Coins
% Tax Evasion

* Hacks

* Cybersecurity
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! Smart Contract Attacks
% Code Exploits

3 Protocol Attacks
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! Infrastructure Attacks

? Private Key Theft

? SIM Swapping

* Virtual-Assets Service Provider (VASP)
> Custody
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! Staking
% Cryptoland
3 Bridge (BRG)
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The Identification of Various Risks Associated with
Cryptocurrencies in Iran and Solutions for Their Proper

Regulation

Sadegh Saberi!

Abstract

This article examines and identifies various risks associated with crypto assets at both national and
global levels. Crypto assets, which include cryptocurrencies and non-fungible tokens (NFT's), have
emerged as one of the latest financial technologies in the past decade, presenting new opportunities
and threats for investors, governments, and users. Given the high global market value of these assets
and the rapid development of related technologies, significant risks such as fraud and scams, illegal
payments, financial and monetary system risks, cybersecurity risks, and risks related to crypto-asset
service providers (VASPs) are evident in this domain.

Another section of the article addresses the regulatory challenges of crypto assets at both the
international and Iranian levels. While different countries have adopted various approaches to address
these challenges, Iran, due to its specific economic and political conditions, faces unique risks. These
risks include the possibility of tracking the wallet addresses of Iranian crypto service providers, market
disruption, and the use of rented accounts.

Finally, by considering the type of regulation in leading countries, the article offers solutions to
address the aforementioned risks. Key recommendations include specializing regulations for each
category of risks, collaborating and consulting with other governmental, judicial, and law
enforcement agencies, and utilizing the capabilities of self-regulation organization (SRO). These
measures could help reduce negative impacts and increase the benefits of opportunities in the crypto

asset field.

! The Former Director of Kuknos Blockchain Academy, Crypto-Assets Instructor and Consultant at The

Tehran Chamber of Commerce. sadeghsaberi@gmail.com
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