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Detection of Suspicious Money Laundering Transactions

Using Graph Representation Learning

Zahra Nourollah Mohsen Rezvni!

Abstract

Money laundering, one of the most significant financial crimes, has posed a persistent challenge to
financial systems in recent decades. The complexity and dynamic nature of such activities demand
advanced and innovative detection methods. This study proposes a three-stage framework to detect
suspicious sub-networks in financial transactions, aiming to uncover money laundering activities
effectively. In the first stage, transaction data is preprocessed and modeled as a directed graph of
financial transactions. In the second stage, community detection algorithms are applied to identify
supernodes representing customer account clusters. Using the membership matrix and relationships
among customer accounts within these communities, a "transaction group” graph is constructed.
Subsequently, structural features, financial flows, and embeddings of subgraphs corresponding to
each community are extracted from the transaction group graph. In the third stage, these extracted
features are analyzed using deep learning algorithms to detect suspicious sub-networks within the
transaction group graph based on learned patterns. The proposed model's effectiveness was evaluated
using financial transaction data from the Romanian online bank, Libra, successfully identifying
suspicious money laundering activities over a three-month period.

The results demonstrate a significant improvement over existing methods. The use of community
detection algorithms combined with rule-based approaches to analyze and construct transaction
group graphs for identifying suspicious group behaviors in banking transactions represents a key
innovation of this study. These findings contribute to enhancing financial system security and

mitigating risks associated with illegal activities.

Keywords: Graph Representation Learning, Anomaly Detection, Money Laundering
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