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3 Credit card fraud detection

* The cheetah optimizer
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! Credit card fraud (CCF)
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! European cardholders
? Facility Metrics Data Program

3 Credit card datasets
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% Support vector machine

3 Feature Selection



= o s *
en 0 9 adlo olea (read5l
Slogil M MY Ju’fu'ki'/«tf :’.f:i.‘f:,.ﬁf}fﬁ

* ! i
@159l <yl 9 Yl s Sl ; S 9()-3'9.’6)‘ Lz
[ISC) V£ 315 50 - sMs 7 Ml slagiolen 3550 (Ol u"|'>)':. Glbflb

Sl S5 5 S oy |y s e B aies g1 o ol S b S e SOoS ot 4 S 52 020 S
5,55 003l 1y Lol L (55,00 8

Vo ool 5 oSS aseie Wl e S g s S kil (s Ve el 2S5 slaesls ST e sl
s al o 0 (63535 058 0 (Shas ¥ opl e Ll S oLt 5 1y 30 i (s ¥ (Shs
gt g 03l b suknad b om

&8 530 el (639b B3 b ) QB Gasels 0l 5 0 & S oS ol ol (g3lgein sy sla il )
& o Ll B Gaints )3 (S Sl o) S SaS @ il 35 Oty Sl ndle i)
.ugmudﬁgawuﬂsw,;ﬁ”f\npjatyww)[f/\] Skl Ol 1o eile o,

ROW PSR IS s STl cand aw Jold (eolginy gy 53 GRS gy ol

~N

°3‘34‘°WL§)}T@?.
b S5 5 b 4500 ilweslele
J

N

S5 Pl 53 Sl o) Sl (Sl 3LiT@
Syl s 0dd Gaseta s Sl n) S Jlesle
y,

Bl sla Fhis besls as sama 55 Calides b wn b Ol Sls p eile Jziuj)
Ol s edle 6l (Hlems (g OAS o in®
Oy 5l tle (5o el ooais 53 K g oy Sl (55l 3Lel@

Ol Sls edle s byl (gl Jaalie o g ol s 5 Sy g (,;:,)jgﬁ\ dwb

e s slab ) U

rnl 50 an Jold ooleig Jue 53 i gy Glail cl jaseie |V JSKS 514S ) shailes

380 53 Lwoslel [49] L1zl slzel Laosls ae gy GU ol 53 tlaesls (g slaer 56 ()
LIl sl 0313 4o gazes ol b a3l 5 0315 42 pores G 31 Jbe 35581 (512 515 35 90 (slaosls el 1o ol )3
2> s e d5le sl ()l 18 sla ST 5 ) ileses Sledb ol Laosls (ol 5 53 0 ] 3
La Sy alo s 2S5 el 0l ooyl - Sl L VS 6 5 (S15 a
Waeols ol 258 ol b (&S 5 550 (Sa iS5 51 s Sledbl SOL G oSl pl al o ol 51 s
RPN o Comnd 93 4
Sy S w Jhe sl gl i b) el Glaesls @
5 o odlial 5500 51 o Jdhe 3 Sl w0 610 1 ctolesl (laosls @



= o - *
B O & Al Sioled e d)ly
Sileyedil A Sl d'{'d’u" u?r('u’k!//.A{ ﬁ;i%;i%ﬁ

9 (g wolassl
ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 CJ’L))-; (.Stﬁflbs

@lygl 5 g Jliaom > (Gl poKo tddeig (5SS g2 Cans 3

e BB ol g B Gla ST 3y & 8 455,80 ol o) el (slaesls ) el Jube @&ls 5o
Jos Ot i iS558 jaseie B asd e obi) Jde 5 Shes aola)l (slaesls 51 eslanal b ¢ s
xS

3 g g Ll a3l asgazes 53 S50 S Shs GB nl 03 1 S Sl 5B (Y
e Sos (odm Lt doite LB j2deid (gl Lapl aen 485505 5525 (9L wledbl (ST 5 8 s
L oo b ol SKan o5 3 &S J 55 S o KaS i pluld a5 Lyls (g 2 Cea]
S Sl e 5 T e Sla Shs B oS el S oplply g adels By el el
L g OBl s
S0 S8 L) 5l el b0y S ol 393 o Joe 3505 S (53bwtingy o) S oS ol
sk e om0 Sl (S g DLl |y el g LS pl8s Sl g oS boler Ll 0l o1 b
S e ol 1y s 5 A8 oLl Wls LB aseds jo 1 30 i o ol S dadsn
S0 @S Gl Bl adls gy olnel S8 Gl S5 55 (Shs Ve a5 Jle sl
S Lor S5a LB asis )3 aen St sppe Vo opl 51 (S ¥ 15,8 0 e IS5 5
3 b S Bl 5 Lo G50 (65550 o5k 4 Jae a5 0 Sl ol 3,8 0 0036 |y a S
LS LS iy

33 g 0313 (dgaih g Oty 1 b 4 Uil sla S b baesls Gl 5 ssapar b 5B (Y
Oty 5l pdlo Sl koo ol 53 s o LRSS Gl & o o Sa Shs DLl 1 e
b La ST 5 68 ol ol O Gs o8 ol 3o (6,800 w2y S31 o9 Dl () 2358 g0 03l (SVM)
J.Sv:mij Losd 93 @
SPB LSS e
B s uSTs e
s J5B sl s 53 ol sk 48758 5L ) el (sbaesls ) eslil b Olisdy Slap opile
G515l T o828 o o DLty o Gedle gl 0250 S8y i S5 SG (B
LR VRCIW P T
WS oSS b S5 bl Lgsa Sl g 0y S S el ol L (gt By 53 Ll &S
(e 522 (! Sy ghuarb gl 1y e melyl o g B S &afr.a Oy Sl dle 4 &L
S Ghsanws |y ba S 5 (6 s <35 L Ll e
A g €0 5 S50 5l S (S b e Jolo) pSae Sl o sl (S S )

1CwlBosls 48 gazen 3 j}:’} osled L 33l 2o ol wls



2 b ot La 3L
. 1 a U, ,J-:&A.) L

e by e 0a5bagss
Sloyadil Ao cSud Y ot AL Ol ol S 3t 53550

9 (2 il

[ISC) \F-¥ 315 50 - e 7 (Mallm slagstoled 3550 015 =

gl S 5 Yl il poS> tiaidign (51Tl g2 Cann s

VS | Y | Y S| Y| 0S| F S| VS| AS | S Ve S

\ \

Sy OBl 56 s eolgiig iy 00 (0Ses lgz) Sy g skl Ly IS

)s.w\e\.}l}-\~Q@\)Tg§ﬁg<;l;’jﬁg§igo.§ug\ﬁg§i‘jjw Vo b lesls ae gazee (g1 ¥ S s
b e Dol 5 )l o)l wg 5 nia poler paw sl 2Bl Gla Shs 4 Sk VIS
S golgig sy o .>,:Uab\)&,@ﬁﬁ,){u&uvﬁﬁlsw\vx~dz.g}w Yelyeaeyye
S5 oLl Ss 4 gazes 53 Sios OF 45 sl ome (o LSL andls ) liis o5 (S Ol gr) Koy )
SB3l ml plen b (W55 Olme b (S 4 pere) Sim o oL e @bty (B 5 200
)\céu;'wa\Ldb‘-ﬁu‘éu‘-g/k)wwdlﬁ))\é‘f@wuﬂj&bﬁ&)})‘)guﬁ\é\fSxL”:W
D 5d o dwloe (V) dslas

fitness;(selectedFeatures) = « (Accuracy(selectedFeatures)) + (1—-x) (NtN;tNS) (M)

' u.:.augf.o&_{g o oMgB&J\&L&jj‘ﬁ) S LA‘-;}::}L,KJ\M odules i 5w Ny NtQT)JcS
V| O PR I
Jngga Cewd 4 (V) 42.:\) 31 j.b)\}.» cb BE) ool Accuracy Q\J:..a

TN+TP

classificationAccuracy = TNTFNTTPIFP (Y)

b o3 s sl el SIS A
oy |y 0T s 325 (g (.:wjiiuo;ﬁd{mujdéb € oS Conl olas,) S, sl Kb TN
el 0313 a3l 2
oy |y ol s 30 (gdodiws (y:\i)jij‘j 03 5 e QT _aly ws oS sl _olas, S, sl Slo (TP
el 031 Bl Clte
ca,::,aalfsui\@\)LAQTMJ‘_;J;gms(.:w}QUaaﬁdb;aLaQdeB\jusc\fwkﬁLm”f)ﬂwﬁtﬁ:FP
ol 031y oSl
i olndl e 1y LT dtews (gpatons 0oy S31 5 03 g2 e 0T Bl s oS ol a3, S sl Ly :FN
ol 031y oSS

sl olal ¥ S oyl 5 S OBl s (solgdy sy IS S e



= o - *
B O & Al Sioled e d)ly
Sileyedil A Sl d'{'d’u" u?r('u’k!//.A{ ﬁ;i%;i%ﬁ

L 4 L 4
e e .
51595 S g Yl S (S ya Ko tiandin (515Gl oo Canna 3 9 &)‘.’.9" 6)"*&’%

ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 CdéL))-; (.SLQfLBs

0319 45 gocmo

—>] b Sbg g
¥

b Siljg byl e | Glwer 25035 g
¥

S G
L]
SSG 4 doo>

s Ty
(XL ]

!

Sz w2 b (S bl s olgning Shs S Jorl e 1SS

5 sl S jide a baesls L3 pd e 0ols (35 sel Oy Jls p opile (SVM-CO) gwaid Js5bs s
238 el Sy gl Sl g ) S S e3lial b by Do edle (355 3 g oS o oS a3
Ol 1 odle 29y 53 W s C it (6 ($olad e SG (S Olyz) S o Sl g oy )
@bg:;;f\»wdsw&)lﬁﬁQT@;&M@bammﬁi C ol oosd o g ) alolas s
» Sl eds o5 el O3s5p Wbl 5 ol 2o 5l 38 55 05l gen 5 035 (Sduas las 055 Jla>
5202130 2,55 13 355 s (22 50 Sl s 5 255 g0 I B2l ) gty Oy 1o eble s
@jﬁV.lﬁ)_,i)\Sw\éjbwm&ﬁﬁ)%)bﬁm&buij))bW) C rlio e 335 51 Cosd @
Y dlslas ($3lusiaS'L C s W i 02,5 My DLty 510 edle 53 2550 o s 0 O (510 1y JMs o g
2 gh g G

min% Iwll2 + CX; & 0

g as S L 55 F bbb b s b of hleag 45 S



Al yioled et d )l

N b e 0aiag3s
Sloyadil Ao cSud Y ot AL Ol el gt 550

L 4 L 4
e 9 9 lasSl
)9l S 9 Ui 3 (il 5S> sdiadiot (51l pgy s vl o
[ISC) VF-¥ 575 58 - 3o g0 Ml (slagtolen 35pe 015 u’L))e: (.Slbflh’

v, (<w.x;>+b)z1-g; , £20 Vi Q9

by 5ol 5 eslial L Kl s ‘.;wf\n); el 0313 STy 5 00ls S5is x5 LU b bl Falslas s
Cowd b el ol Jlie o g a0 Sl s Bl oo |y (Wi C el sl (s)lae) (SKas Olgr o 555
O3 ile Givails oo Ble (S50 b 31y S cpl 53 gz a (S5 alons (g1 15
.b}.j&& oalamud Y dales B Q%

ol )l S s3SI s Sae Ol a0l Llsn edle sla byl oS Al
el iy Hls p dle 53 C 3 W byl 95 (6l (g3de s sdasylis &S i &) goas

C W
0.45 0.74

Oy Hls p cpile gls ol oliss 55 Kby o SO Skl F S

63\.@*&:\3 uf&)) JKJ"J'A ! QL:&.JL::)\.)J; O::...f:l.a‘)é J«é\j&nbt’;)} okas(yLas g@)ﬁﬁ \cdﬁjb
tl oal O K3 ol sl s Ko g (sl ﬁ)ﬂ\po%,uﬁ el sdoai b 3 g

s I .
o st | ocots 48500

> bSbiewds

¥
b Slje by e

v

S g
Y
S @ doo

Sl o SIb Oty s edle bl ol ol e 0 IS

AR



= o - *
B O & Al Sioled e d)ly
Sileyedil A Sl dl,:rv"l}/l u?r('u’k!//.A{ ﬁul:::fj;;.ﬁf,‘;‘ﬁ

9 (g wolassl
ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 H:J’L))-; (.Suflbs

@lygl 5 g Jliaom > (Gl poKo tddeig (5SS g2 Cans 3

Sl el ol 5 (Shos Ol gl algniy ) o S Sl g (Sl w2 S s Sy OS>~
t el 5 0390 St 358 e enlial DLty s opdle
sral3 3 (b gz b Sl alaz 1 g 0 5L 35 denb (23L (6l S 103 S —
il OT OLbI b (o (sLad) 54>
Sosp e 5 dicdn ol (Sae LKL 30 comln Comads Lol canb _olalid 51w sl 5 s —
AL Cardy §Ad g b denb (Ul
2l gwlal dl> o 93 (55 mal pl 10 pymr
S o dend G & S e S b 38 et 4 anad S S S el @
S g ool danb 4 OE S350 b s (555 6 (6 pdpillanil 5 s 51 Sl 123 5 @
35 Kdoie STV ol ods @ 8§ L 53 Sl 93 5l sl ool gl 30 8 Al w5 LSy 1 LK —
OIS 635050 53 (1) 33,550 355 el b s i 1) 355 Combn ol A3l (35l aand IS
Sbl )3 1) gt 530 00 S SIS AT 1) 5 m g 0585 plasil e o3k G s R s
ESE o
Sl 1 T 03l b s o 53 L 53 S0 e I3 0 Gk 90 5 Sl 0 gt (35
) ol ol aenb o el Simlin Slo3 Gl S S e 55 i8S OT BB s Jlb sk a b s e S
S 4 Cod (0 55 & 5L &S dlad Sl QL Bk 51 AL i s s 5 AL (oS s o
charb ol s s G 0555 Usb 5o (ol by ol g AL I 5 0S| danb &S 55500 50 305 Al
Sl ($3Lad (6 g Aslns il gy S 53l ) Slo sy (S g 355 Comd s 5 ailate iy
133800 55 S L b ol o oSl 0al £ alslae 3 Kby g ok B g S50

t+1 _ yt A—1 t
Xi,j = Xi,j +ri,j .ai'j (?)

I ais b balaas eyl At s ol O Jad oo X 5 S by b g XTTT F lslas o
PO 0.001><§¢,Tu,ng;ﬁ Gl 5 ol + 5l k5 el S g pE b af 5 el 3515k
S 0lads b 5 LS b agarl 3o 3 ol (Sos (iad sl ] (6 i 55 Sl g oK) oons
e ) b s bosslas K3 5 Sl e S A B Bl S g o s 03 SIS s e sy
2 5 s 48 (ko 1SS 2 3 0 Wy sz i 4 o)

3,8 515 Ky dod Ol 3 sl SKas awabs g Il Jsb 4o 10ble e 5 s (351 sl
Slr 58 danb 1wz 5 S o855 ) i Sl 1 danb sl (San Sibj oS n Ll S pl s
(Lt g 0ba 53 05 Olgy b (e (S5 O3S 515 ) 3,280 el ol 8o Sl 0« S 2l 31 (555 5k
5l BU 25 Camdpn 55 S o ol 53l ply 258 S0 aenb 4 SIS0 4 b LS e
el o w3 § L2 3 e Rl Vabslas 35 555 denb U 55l o s

\Y



. & L
e by e 0a5bagss
Sloyadil Ao cSud Y ot AL Ol ol S 3t 53550

9 (9 BulasSl
ISC) VE-¥ 515 5 8 - shee g0 Mallors sl tolen 5550 (L5 “‘bﬁ: (Slbflas

gl S 5 Yl il poS> tiaidign (51Tl g2 Cann s

Xit =Xi; )

Combye 53 Gln)ssn @ls 53 5l OF b conbgo X Slg shm omdge X[HTV aslas 5o
e 5 S 5

Sy lanil 5 o 1S p o3lial 3 g denbs & alax (5l e ol 53 5 L o tales (5351
oz ar o daxb s 3| e 25500 denb oo 4 pld i b 008 s e 4 enas Sl
S g 5 LS e JLin |y LS ombpe S S5 ke @ S 15 @ g 5 0 sde S
& 0 e S Ly Sl g o T 51 ST 5 s 1) ST ol s G s 4 XS e s gl S 1) 355
Holey 053 B das k5 SLSL sk 4 1) 33 Conbe 5 S 15 Al deab el odny danbs I oS Aol
el SIS b g ST S0 Sl (s Sm g

il oel o (5350 sl A aslas s

1 _ v
Xt =Xp;+7. B M)

S Jole Ty el 02, S 55 b ol se s Bl 53 5 el JLE b B g Xp 5 0T 53 o

25 Sl s Ol o g @819 50 S danb 49U Sonp ) Xg’j .w\@jﬁuﬁw&bﬂ ﬁit:jj

S5 S Jole ol Sy b s Ko b bl s Jold sdasplis B 5 as a3 § ks
el 350kl Jla 5 w5 7y 5 OF 53 48 el 4 sl b Sslas oS>

Y EXP(E) }
Ti'j = |Ti'j| 2 Sln(ZTL'Tl-J) (q)

Aslae U H HMas cioean 5558 0 eslamal 1 dslas gla zulyl 3 sslias slacS > (5l (':‘UJQ‘ o) s
s [Ojl]on:g;}-\j;iﬁ alas e SO Of 3 4S5 s e eslizal Y s

H= ez(l‘%)(Zrl -1) ()

Pl 2y o) gty Ol 1 ile gla el ol 5 (Shs Oll 55 ealgidy By US4

5 ile S 5g 53) (0315 4o gazs (Sla Shus shad 4 slal (S5 Ol 3) e slal 038 jaseie ()
LKl 0 sl Sz 3105 s 5 (C 5 W eyl 55 (6l o ¥ sl @ sbul ol

Oy Dls  cpile 3500 61 5 (6 0k ot (Shs SLil (sl 2) (Bl s peots adsl Comer A5 (X
Yaslao b s (Shos olil gl ) alsbas) (S50 mls b Sy a oL51 () 5 v o Ak 0w
Oty Do (ptle 3 5o 512

ol oo ol 1SS @ oS (55 65 T e 03,5 jasetie 5558 e ) S Syl S5 cp iy (Y
g el 2 Jol e

Ll 506315 0 425 b aenbs 5 Ll oy (Sl 50 035 Gasets ()

\Y



= o - *
B O & Al Sioled e d)ly
Sileyedil A Sl d'{'d’u" u?r('u’k!//.A{ ﬁ;i%;i%ﬁ

9 (g wolassl
ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 CJ’L))-; (.Stﬁflbs

@lygl 5 g Jliaom > (Gl poKo tddeig (5SS g2 Cans 3

S Pl o Jad) 558 pladl ) ol e S 8 Sl 5 L 52 (Baluas s Sl (Y
(i Jolas & 6 b G o Jols JodS
Silsg o Slalear 035 jaste -
Hsa,B, 77 el Y
Voo Qﬁc}\}:&ﬁécjjsgsw W5 st 1y, 13 =Y
r, <13 50 -¥
H2n 851600 Yo+ o S5 ) sl dd g -0
Caons &tz S ol ) g ol b 3 P alalas b Sy b ba 5 gy ploil -5
A dslas b K2

Vsl b 03 SO e8> 5 ol e H <1 51 -V

2 sloinn (Y

SE 03 S, o KTt > rand X T 315553 4lol sue G to)lod (¥

Sl S etasolis (Shos il 1) dlis Dl 5 2 Jolo cp g Olssas ) 5 o) Sl plasl (¥
(el C s W eyl 95 6l polie o me OLsly Hls p pdile 55 p3) (Gl o)

= f
wl $0 Jals (ol ol ags andlas opl sl UCT fuiile (6,850 (355 51 a8 Ul sl jlisl o3l as gazes
Syp0 Sl (e Shuy b gl Ol s [49] Bsd e saseie Shs VO L pliS ja oS el (55Lae
(Grslp s bl V) deo e LA Hlasl ol 5550 a2l (0l IS iz 3 G s (el
Ll 5353 55 4500 FAY 50l dol slacel 355 400l YoV .l ol 0315 OLES ¥ Jgd 5 &S shailen
duoys VO U 35 5ol 0315 48 saes 4 Laosls as gaes s o SIS ) 4900 FA0 0313 4 sazes pl 534S L3y
Tabline zman)Lael (555 5l 5 A oS VWY 315 L Lo g o YOU Lioladl 54500 OVA SIS L lads o
.Mo;%\&:ﬁpijyuar}d&d;wui)\}fgé\ﬁgﬁ\ﬁw
ol oS e sl 555 4w (51 5 Y dslas b i jadeds G ol
2502 Oy Oy Dl ebls spsils 5 (Slosgs o 2 e S DBl G b bl -
b 5 ezt S Calises glawians OBl b ([48] Wlis 2s))
b Bl 550 Ol Dl eils (Siatih 5 (Slosgd o (2 S0 o e Sy Bl s b bl —
b s Slalerdiar (o S s slasnn QLI L (Slogd 3 o) S

! Australian credit

210 fold cross validation

VY



L '01 &

: y by 0ahngs
Eilepdil A S W O (5 el ’/ _/L‘ el okl S 85550 SOl

4.:|)9L5 u;lh:,dl.w.)u.ﬂ)& w,&&;'.\ﬁb ryw;

lm} \f. \";J| 790~ :Mcyt}u'undhwu)fﬂ ul)p

92/5

5

I

AY 91/5 AY

91
I g3 /5

oy N
e
- -
8%

88/2
8675
S g2

VO
Y s
76

0 50 100

Yo

95 A Sl

R

m CO+SVM_CO
m BBO+SVM_BBO
HBBO+SVM

Ml

3508 Ol Sl edle ginail 5 S (Sl w0 S e (Shas DBsl (25 b el -
b s ezt S s (glatians OBl b (galgein oay) Kb (g ludng b il
.C;‘u‘a.bﬂ’gaibﬁzﬁ L;LA4;~wA R J::AS Q C)Lrlﬁg )\Jjg ;Ku:LA«ﬁ géafﬁ gI:}J 4w ngti 4 L}S;i‘)b

93/75
92/25
91/25
I 92/75
91/5
S 95/5
92

_92

= 3415

88/5
87/25
85/25

I 80/5

77

0 50 100 150

s> as olass

B CO+SVM_CO
m BBO+SVM_BBO
B BBO+SVM

Gl Siolea oyl
9 (g sl
Sl s slaplls

92/5

V7 ]_/75
—0 1 /7

AY = /5
1/25

84/75
- |
84/5
83/75
i 78
- - 7
77

50 100

o

G & Cmo

H CO+SVM_CO
m BBO+SVM_BBO
B BBO+SVM

Ol ol (pdle Calides Slatinn 55 Ghytiws Covw il F S

LEA] 350 0o 0Lty 1o ndle b sikvals 5 lo g 5 o2, S L (S5 o520l :BBO+SVM

bl s Ol Hlo Gedle b ginail 5 Slesgd o> 20801 b (S5 il :BBO+SVM. BBO

oedle b a5 Sl (53lmingy (020801 b (S5 QL :CO+SVM. CO csle ygd w3 2 S
(S3lgiy S535) S 32 (S3boingy w2 SN b 43Ls g Ly Lo

B) CO+SVM_CO ooy 4 by e haaies Covo HUAe i sl paseie £ SKS S S) shiles

2 2 S5 Ol £ JSS 5 .ol [FA] BBO+SVM 25, 3155 s BBO+SVM. BBO 55 s

V0



/‘-‘ * - -
L {& ®» ¥l iolea (paetd 3l
Sl Ao Sl Qg o’u’-’u’ki'/-/tf L’.ﬁ’ﬁi‘f’j,fjf}fi’j

9 9 6lasSL
[5C) 1718178 - e g il a5 b LRV cSL‘bth-;

ly9li5 ol 9 Yl > (i poKo tkiadion (SIS 3 Canns 5

o b dsys 40/0 sue C*’L”’ et Ol o 5V L +LBBO+SVM BBO oo s dlgliay i)

el Sliigs By L wdls s Olsly 5l dle gy 50 S

2/50 2/25
2/00
1/62 1/65 1/63
a 1/43
1/36
j\ 1/50 1/26 £
. /15 1/06 1/09 /09
% 1/00 /87 0/86 0/84 0/8 0/8
0/6 0/5 0/5 /55
0/50 —0/3 I I I
0/00 I
) Vo YY¥ Yo oY AY \RR4
La dbud alaxs
Wb A e ) e B S Al )0 2 O e ) Aleadia a3 35es Ol e

BBO+SVM BBO i3, 5 ssledn ooy banolie o G:Lb 3 s Q\J'ro.\/ulf.ﬁ

ssba .l FY O 2S5 ds s VYO gl 55 Ol iy Sl a3elis V S 51 oS shailen
S5 5 (COsSVM C) olgdy b gl pg Ol odd pldl olisbfl 55 oSl
el el A S5 55 BBO+SVM BBO

Sout Glime (Sile

s> a0
0/65
)
107 X, \ 1/48
5ot Ol el m—y 54 Ol el
Sl deazaiz ain o P A )

55 (CO+SVM O) oslgdiy (355 b s 13 gl 35 Ol 0k A IS0
s glaas )5 BBO+SVM BBO

V&



aAVlw  solea 3L
) 2 (0 o O I)HL

A b e 0abagss
Eilogdil Ao TSl Y ot AL Ol S0 5350 S

9 R 6ilasSl
ISC) VE-¥ 515 5 8 - shee g0 Mallors sl tolen 5550 (L5 “'3){. (Sl-ﬁflas

gl S 5 Yl il poS> tiaidign (51Tl g2 Cann s

D50 IS I 55 5 sl 039 g S w53 35 MR iy (Sl Gadete A S35 ST shailen
SEs 3 4 g o e G oS BBO+SVM BBO 255 & o Sliole] a5 sazms 3 il 55 (s3lgiey
guges (;win L obdy slap ele 2520 BBO+SVM BBO 25, 52) <l [ A] dlis 1o BBO+SVM
AL dls (6 5L ol (sl 0l ol [YA] dls 5> BBO+SVM s 55 (J5 sl 0 plasil (slo 543
5wl el eolgliy By s 1y o Shas g oS ot b Olady Jls s dle oS das e LS =t
S5y s OF @b iy Jde 5 [FA] BBO+SVM) Wlis o5, 40 Camnd (s 33 V/FA JBlim 3 50 40 il
0 (31553 el 0t ka5 g Olioe ol (Slaber iy 5 a3 ws 3 5 s, BBO+SVM. BBO
i 48555 0Ly )13 eble 35 53 0 (S5l il ) SN 0 s S (S5 lningy o22555)
C s W byl odid 0 (6 iy (Sl (oS st 53 Sladar Jas |5 ol iy (il 0dd Sl o €
e A5Le Sl L3 (o ian 3 1) el 1S 30 pl s wees 53 Js 3ol ol lsp edle s
3505 1y La oS (3Ll 5 Shoas pls o S 5 (Slalaz ki

S8 5 oger O

3 eile g 5 (S Ol st ISl S Kl il 025 ) eslinad b asdllas
OBl s BB b 4 ) LU asis oy g el ol en i | s b 5 Sy o) Al &l ol
ol Sl Ol S cpdle b gduaid 55 5 e Sy o555 Sy bl 5o cudls 1) sl
o SN (Sas SLal 51 0T s STTFA] Gedios 53 0dd 1)) Jke oo o) 55 Sy 1 0 sla el
3 o2 O 03 48l L1 i (Joka 53 520 5 90 0 eslinl 3 500 03 Oy 13 (pnile b ot 5 (5o 543
53 b amlie 5 algiy ) &S esls OLES il el 50 (sl ggd > 0 SII L Olinty Jlo ot
3 4 Sl oAb s S et b s g 5 ol s (VL LB Gasts wds s s b,
o (08N s b ol sl dle e el oS 5 lesgd e o2 S L (S Bl )
Wl 03 90 Ao 3 A0/0 (3lgig By 5 (Shoawd Cowo do 3> A/0 S e 55 (Slosgd

2,8 slaslgins £
Oty 15 eble (glatn sl a5 (51 (6180115 (glanay S Sl o3l & 015 g0 il (SLaLS Ol gy
LS S Ghuhwd Coe S Olendy Dby eile Glatn 5 | S das o ol =t 3,5 o Ll
b3 5 bt ey SN L 15 oS ol (3Lt alins S i SIS (383 (S o ol

O 52 i (Sladd g i 5 33 8 2d (0L S 815 51 o il 313 48 sazmi 65055 5005 (it
1 90 AT 5T SaSil saols 55 15 e 53l e 3 St b 5 25 ol 45
ol LS)JT@’.' sbrosls g1l 5o CAE sl sy G3Sesls s (6,5, 80 . L Golging Jde Sl
L slresls (6 SN soaihs 5B 53 5 edd Sl S5 sla S ( Shes Sl 6 55 L) 3yl 1y Jbe

.;ﬁa:@\ﬁgszwﬁAﬁJJWa)yqx\ﬁUJA:,J@JO;»T

\V



adlw  goloa 1
N VLo (e )L

S b s 0a5K0ag3
S0leadil Ao Syl Y Jorts (S AL el kel Syt 550 S

9 (g wolassl
ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 H:J’L))-; (.Suflbs

@lygl 5 g Jliaom > (Gl poKo tddeig (5SS g2 Cans 3

[1] Song, Y., Escobar, O., Arzubiaga, U., & De Massis, A. (2022). The digital transformation of a traditional
market into an entrepreneurial ecosystem. Review of Managerial Science, 16(1), 65-88.

[2] Lucas, Y., & Jurgovsky, J. (2020). Credit card fraud detection using machine learning: A survey. arXiv
preprint arXiv:2010.06479.

[3] Liu, Y., Gao, W., Hua, R., & Chen, H. (2021, March). Decomposition and measurement of economic
effects of E-commerce based on static feder model and improved dynamic feder model. In 2021 2nd
International Conference on E-Commerce and Internet Technology (ECIT) (pp. 213-217). IEEE.

[4] Tran, L. T. T. (2021). Managing the effectiveness of e-commerce platforms in a pandemic. Journal of
Retailing and Consumer Services, 58, 102287.

[5] Pearlson, K. E., Saunders, C. S., & Galletta, D. F. (2024). Managing and using information systems: A
strategic approach. John Wiley & Sons.

[6] Fanai, H., & Abbasimehr, H. (2023). A novel combined approach based on deep Autoencoder and deep
classifiers for credit card fraud detection. Expert Systems with Applications, 217, 119562.

[7] Singh, A., Jain, A., & Biable, S. E. (2022). Financial fraud detection approach based on firefly
optimization algorithm and support vector machine. Applied Computational Intelligence and Soft
Computing, 2022(1), 1468015.

[8] Wahid, A., Msahli, M., Bifet, A., & Memmi, G. (2024). NFA: A neural factorization autoencoder based
online telephony fraud detection. Digital Communications and Networks, 10(1), 158-167.

[9] Carta, S., Fenu, G., Recupero, D. R., & Saia, R. (2019). Fraud detection for E-commerce transactions
by employing a prudential Multiple Consensus model. Journal of Information Security and Applications,
46, 13-22.

[10] Mutemi, A., & Bacao, F. (2024). E-Commerce Fraud Detection Based on Machine Learning
Techniques: Systematic Literature R eview. Big Data Mining and Analytics, 7(2), 419-444.

[11] Asha, R. B., & KR, S. K. (2021). Credit card fraud detection using artificial neural network. Global
Transitions Proceedings, 2(1), 35-41.

[12] Yang, B., Gilles, H., & Bin, K. (2020). Artificial intelligence and fraud detection. Innovative
Technology at the Interface of Finance and Operations; Babich, V., Birge, J., Hilary, G., Eds.

[13] Nandi, A. K., Randhawa, K. K., Chua, H. S., Seera, M., & Lim, C. P. (2022). Credit card fraud
detection using a hierarchical behavior-knowledge space model. Plos one, 17(1), ¢0260579.

[14] Agarwal, A., & Ratha, N. K. (2021, November). Black-Box Adversarial Entry in Finance through
Credit Card Fraud Detection. In CIKM Workshops.

[15] Nayak, S., & Sharma, Y. K. (2023). A modified Bayesian boosting algorithm with weight-guided
optimal feature selection for sentiment analysis. Decision Analytics Journal, 8, 100289.

[16] Faris, H., Mafarja, M. M., Heidari, A. A., Aljarah, 1., Ala’'m, A. Z., Migjalili, S., & Fujita, H. (2018).
An efficient binary salp swarm algorithm with crossover scheme for feature selection problems.
Knowledge-Based Systems, 154, 43-67.

[17] Prakash, T., Singh, P. P., Singh, V. P., & Singh, S. N. (2023). A novel brown-bear optimization
algorithm for solving economic dispatch problem. In Advanced control & optimization paradigms for

energy system operation and management (pp. 137-164). River Publishers.

A



[f"! % &
- -~ -
A b e 0abagss
Sloyadil Ao cSud Y ot AL Ol ol S 3t 53550

gl S 5 Yl il poS> tiaidign (51Tl g2 Cann s

(ISC] 1Y, 315 50 - s%a 71 Mol sl fuled 3550 (Ol

[18] Cartella, F., Anunciacao, O., Funabiki, Y., Yamaguchi, D., Akishita, T., & Elshocht, O. (2021).
Adversarial attacks for tabular data: Application to fraud detection and imbalanced data. arXiv preprint
arXiv:2101.08030.

[19] Beheshti, Z., & Shamsuddin, S. M. H. (2013). A review of population-based meta-heuristic
algorithms. Int. j. adv. soft comput. appl, 5(1), 1-35.

[20] P. Agrawal, H.F. Abutarboush, T. Ganesh, A.-W. Mohamed, Metaheuristic algorithms on feature
selection: A survey of one decade of research (2009—2019), IEEE Access 9 (2021) 26766—26791.

[21] Abualigah, L., Diabat, A., & Geem, Z. W. (2020). A comprehensive survey of the harmony search
algorithm in clustering applications. Applied Sciences, 10(11), 3827.

[22] Salcedo-Sanz, S. (2016). Modern meta-heuristics based on nonlinear physics processes: A review of
models and design procedures. Physics Reports, 655, 1-70.

[23] SamanehSorournejad, Z. Z., Atani, R. E., & Monadjemi, A. H. (2016). A survey of credit card fraud
detection techniques: Data and technique oriented perspective.

[24] Akbari, M. A., Zare, M., Azizipanah-Abarghooee, R., Mirjalili, S., & Deriche, M. (2022). The cheetah
optimizer: A nature-inspired metaheuristic algorithm for large-scale optimization problems. Scientific
reports, 12(1), 10953.

[25] Akshaya, B., & Sakthivel, P. (2024). VisionNet: An efficient vision transformer-based hybrid adaptive
networks for eye cancer detection with enhanced cheetah optimizer. Biomedical Signal Processing and
Control, 97, 106673.

[26] Chen, S., Ji, Y., & Sun, X. (2024). Multi-User Detection Based on Improved Cheetah Optimization
Algorithm. Electronics, 13(10), 1842.

[27] Dimf, G. P., Kumar, P., & Joshua, K. P. (2023). CNN with BI-LSTM electricity theft detection based
on modified cheetah optimization algorithm in deep learning. SSRG Int J Electr Electron Eng, 10(2),
35-43.

[28] Varmedja, D., Karanovic, M., Sladojevic, S., Arsenovic, M., & Anderla, A. (2019, March). Credit card
fraud detection-machine learning methods. In 2019 18th International Symposium INFOTEH-
JAHORINA (INFOTEH) (pp. 1-5). IEEE.

[29] Fang, Y., Zhang, Y., & Huang, C. (2024). Credit card fraud detection based on machine learning. In
Proceedings of the 2024 2nd International Conference on Image, Algorithms and Artificial Intelligence
(p- 35). Springer Nature.

[30] Balogun, A. O., Basri, S., Abdulkadir, S. J., & Hashim, A. S. (2019). Performance analysis of feature
selection methods in software defect prediction: a search method approach. applied sciences, 9(13),
2764.

[31] Makki, S., Assaghir, Z., Taher, Y., Haque, R., Hacid, M. S., & Zeineddine, H. (2019). An
experimental study with imbalanced classification approaches for credit card fraud detection. IEEE
Access, 7,93010-93022.

[32] Forough, J., & Momtazi, S. (2021). Ensemble of deep sequential models for credit card fraud detection.
Applied Soft Computing, 99, 106883.

[33] Khalilia, M., Chakraborty, S., & Popescu, M. (2011). Predicting disease risks from highly imbalanced
data using random forest. BMC medical informatics and decision making, 11, 1-13.

[34] Seera, M., Lim, C. P., Kumar, A., Dhamotharan, L., & Tan, K. H. (2024). An intelligent payment card
fraud detection system. Annals of operations research, 334(1), 445-467.

[35] DEB, K., Ghosal, S., & Bose, D. (2021). A comparative study on credit card fraud detection.

'4



AVlw  pulod 1
: : U™ 2R

. b s 0a5K0ag3
S0leadil Ao Syl Y Jorts (S AL el gl (S 3403 550 SO

9 (g wolassl
ISC) 1F-Y,575 50 - % g Ml slaisled 350 o8 CJ’L))-; (.Stﬁflbs

@lygl 5 g Jliaom > (Gl poKo tddeig (5SS g2 Cans 3

[36] Rtayli, N., & Enneya, N. (2020). Selection features and support vector machine for credit card risk
identification. Procedia Manufacturing, 46, 941-948.

[37] Leberi, E., Sun, Y., & Wang, Z. (2022). A machine learning based credit card fraud detection using the
GA algorithm for feature selection. Journal of Big Data, 9(1), 24.

[38] Khan, M. Z., Shaikh, S. A., Shaikh, M. A., Khatri, K. K., Rauf, M. A., Kalhoro, A., & Adnan, M.
(2022). The Performance Analysis of Machine Learning Algorithms for Credit Card Fraud Detection.
IJOE, 19(03), 83.

[39] Mahesh, K. P., Afrouz, S. A., & Areeckal, A. S. (2022). Detection of fraudulent credit card transactions:
A comparative analysis of data sampling and classification techniques. In Journal of Physics: Conterence
Series (Vol. 2161, No. 1, p. 012072). IOP Publishing.

[40] Noviandy, T. R., Idroes, G. M., Maulana, A., Hardi, I., Ringga, E. S., & Idroes, R. (2023). Credit
card fraud detection for contemporary financial management using xgboost-driven machine learning
and data augmentation techniques. Indatu Journal of Management and Accounting, 1(1), 29-35.

[41] Agarwal, S. (2023). An Intelligent Machine Learning Approach for Fraud Detection in Medical Claim
Insurance: A Comprehensive Study. Scholars Journal of Engineering and Technology, 11(9), 191-200.

[42] Yi, Z., Cao, X., Pu, X., Wu, Y., Chen, Z., Khan, A. T., ... & Li, S. (2023). Fraud detection in capital
markets: A novel machine learning approach. Expert Systems with Applications, 231, 120760.

[43] Valavan, M., & Rita, S. (2023). Predictive-Analysis-based Machine Learning Model for Fraud
Detection with Boosting Classifiers. Computer Systems Science & Engineering, 45(1).

[44] Khalid, A. R., Owoh, N., Uthmani, O., Ashawa, M., Osamor, J., & Adejoh, J. (2024). Enhancing
credit card fraud detection: an ensemble machine learning approach. Big Data and Cognitive
Computing, 8(1), 6.

[45] Cherif, A., Ammar, H., Kalkatawi, M., Alshehri, S., & Imine, A. (2024). Encoder—decoder graph
neural network for credit card fraud detection. Journal of King Saud University-Computer and
Information Sciences, 36(3), 102003.

[46] Mim, M. A., Majadi, N., & Mazumder, P. (2024). A soft voting ensemble learning approach for credit
card fraud detection. Heliyon, 10(3).

[47] Sinap, V. (2024). Comparative analysis of machine learning techniques for credit card fraud detection:
Dealing with imbalanced datasets. Turkish Journal of Engineering, 8(2), 196-208.

[48] Sorour, S. E., AlBarrak, K. M., Abohany, A. A., & Abd El-Mageed, A. A. (2024). Credit card fraud
detection using the brown bear optimization algorithm. Alexandria Engineering Journal, 104, 171-192.

[49] Asuncion, A., & Newman, D. (2007, November). UCI machine learning repository.



Al yioled et d )l

e by e 0a5bagss
Sloyadil Ao cSud Y ot AL Ol el gt 550

gl S 5 Yl il poS> tiaidign (51Tl g2 Cann s

(ISC] 1Y, 315 50 - s%a 71 Mol sl fuled 3550 (Ol

Improving Machine Learning in Credit Card Fraud Detection

Amin Aref! Farshid Farahkhah?

Abstract

Fraud detection in banking systems is critical to financial stability, customer protection, and
regulatory compliance. Machine learning is critical in improving data analytics as well as real-time
fraud detection. Feature selection is an important phase in machine learning to enhance credit card
fraud detection. In fact, eliminating the negative effect of additional and irrelevant features and
selecting effective features in the feature selection phase helps the classification phase in machine
learning. In this article, an effective method based on the cheetah optimization algorithm is presented
to increase the capacity to accurately identify credit card fraud transactions by recognizing the
relevant features. Also, in this research, the support vector machine method is in the classification
phase of machine learning, which is improved by adjusting the parameters using the cheetah
algorithm. The results have shown that the proposed method on the Australian credit data set has at

least 1.48% improvement in fraud detection compared to other methods.

Keywords: Credit Card Fraud Detection, Machine Learning, Cheetah Optimization Algorithm
JEL Classification: G21, E58, E51
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