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Presenting a Novel Framework for Enhancing Cybersecurity

Culture in Modern Banking

Saeed Mardani Shahrbabak! Alireza Zalinejad?

Abstract

Given the increasing cyber threats in modern banking and payment processing companies,
enhancing cybersecurity culture has become a fundamental necessity. This research addresses this
need by presenting a novel framework based on innovative ideas to elevate the cybersecurity culture
within this industry. Additionally, an innovative evaluation method has been designed to assess the
proposed model, thoroughly examining its effectiveness across various organizational levels.

The advantages of this framework include embedding cybersecurity culture among all employees
and across different levels of banking and payment organizations. It also contributes to improving
resilience against cyber threats, boosting customer trust, and enhancing the efficiency of security
systems.

By offering practical and innovative solutions, this research can pave the way for significant
advancements in modern banking cybersecurity and payment companies, while also opening up new

avenues for future research in this field.

Keywords: Cybersecurity Culture, Modern Banking, Cyber Threats, Security Embedding,
Innovative Evaluation
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